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	Date
	Social platform
	Suggested time to post
	Audience
	Copy
	Image

	w/c 28 June
	
	
	
	

	Thu 1 July
	Facebook and Instagram copy
	10:00am
	
	Received a text like this recently?

One of the common types of ‘smishing’ scam are when criminals send you messages pretending to be from your bank.

Remember to contact your bank directly if you’d like to get in touch with them. It’s always safer to log into your bank account directly or contact them on a trusted number or email such as the one on their official website. 

#Takefive #StopChallengeProtect
	[image: ]

	Fri 2 July
	Facebook and Instagram copy
	9:00am
	Consumer
	With summer finally here, have you got plans to book your break in the sun? ☀️

Be aware there’s holiday scams going around. If a flight or holiday is surprisingly cheap you should be suspicious, even if the website has authentic looking logos! 👀 

Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act.

Don’t get scammed in the rush of trying to travel. ✈️

#StopChallengeProtect to make sure the holiday you’re booking actually exists 🏝
	[image: Shellfish, Mussel, Sand, Wave, Beach, Coast, Holidays]
Download image here



	
	Twitter copy
	9:30am
	Consumer
	With summer finally here, have you got plans to book your break in the sun? ☀️

Don’t get scammed in the rush of trying to travel. ✈️

#StopChallengeProtect to make sure the holiday you’re booking actually exists 🏝
	[image: Shellfish, Mussel, Sand, Wave, Beach, Coast, Holidays]
Download image here



	
	
	
	
	
	

	w/c 5 July
	
	
	
	

	Mon 5 July
	Facebook and Instagram copy
	9:30am
	Consumer
	Have you received unsolicited phone calls from someone claiming to be from your broadband provider? 🤔

Criminals can be very convincing on the phone - especially when you’re having issues with your computer. 💻

Fraudsters can try and get you to install software which has malware attached to harvest details from your device. Don’t let them trick you!

Remember to #StopChallengeProtect and hang up if you’re unsure. If the call is genuine, they won’t mind you running checks to verify they’re legitimate. ✅
	[image: Photo of Woman Showing Frustrations on Her Face]

Download image here



	
	Twitter copy
	10:00am
	Consumer
	Have you received unsolicited phone calls from someone claiming to be from your broadband provider? 🤔

Remember to #StopChallengeProtect and hang up if you’re unsure. If the call is genuine, they won’t mind you running checks to verify they’re legitimate. ✅

#TakeFive
	[image: Photo of Woman Showing Frustrations on Her Face]

Download image here


	Tue 6 July
	Facebook and Instagram copy
	10:00am
	Consumer
	Waiting for your new festival outfit to be delivered? 🎉💭

If you receive a delivery notification via email or text, make sure to #StopChallengeProtect to ensure they are genuine. ✋☝️👊

These emails may appear to be from trusted organisations and use official branding to convince you they’re genuine. 🚨 Always access websites by typing them into the web browser and avoid clicking on links in emails.

If you do receive a message like this you can protect others from falling for this scam by forwarding suspicious emails report@phishing.gov.uk
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	Twitter copy
	10:30am
	Consumer
	Waiting for your new festival outfit to be delivered? 🎉💭

If you receive a delivery notification via email or text, make sure to #StopChallengeProtect to ensure they are genuine. ✋☝️👊
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	Weds 7 July
	Facebook and Instagram copy
	10:00am
	Consumer
	A quick reminder on ‘spoofing’. 📱

Criminals imitate trusted organisations to trick you with text messages. Whether it’s your bank, a delivery company, phone network provider or someone purporting to work for the government, it’s important to treat all messages with caution. 

#StopChallengeProtect to avoid falling for a ‘spoofing’ scam and please don’t click on links.

#TakeFive
	


	Weds 7 July
	Twitter copy
	10:00am
	Consumer
	A quick reminder on ‘spoofing’. 📱

Criminals trick you with texts imitating trusted organisations It’s important to treat all messages with caution. #StopChallenge to avoid falling for ‘spoofing’.

#TakeFive
	[image: ]

	Fri 9 July
	Facebook and Instagram copy
	10:30am
	Consumer
	Found a deal which looks too good to be true? 👀

Criminals trick people into buying goods and services that don’t exist by offering rock-bottom prices.

Don’t let you guard down! Always #StopChallengeProtect ✋☝️ to make sure that you’re shopping with reputable retailers.

Stop criminals from getting their hands on your money!

Find out more information on purchase scams how to avoid for them here: https://takefive-stopfraud.org.uk/advice/general-advice/purchase-scam/

#TakeFive
	[image: https://images.pexels.com/photos/6347709/pexels-photo-6347709.jpeg?auto=compress&cs=tinysrgb&dpr=2&h=650&w=940] 
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	Twitter copy
	11:00am
	Consumer
	Found a deal which looks too good to be true? 👀

Don’t let you guard down! Always #StopChallengeProtect ✋☝️ and make sure you’re shopping from reputable retailers.
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	w/c 12 July
	
	
	
	

	Mon 12 July
	Facebook and Instagram copy
	12:00pm
	Consumer
	Received a text message saying someone’s logged into your social media account? 😲

Don’t panic! #StopChallengeProtect ✋☝️👊

It could be an attempt by a criminal to trick you into providing your personal or financial information such as passwords and passcodes. 🔐

Always login directly to your accounts to verify any requests and avoid clicking on links or attachments that you receive in texts.
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	Twitter copy
	11:30am
	Consumer
	Received a text message saying someone’s logged into your social media account? 😲

Don’t panic! #StopChallengeProtect ✋☝️👊

Always login directly to your accounts to verify any requests and avoid clicking on links or attachments 🔐
	
[image: ]

	Tue 14 July
	Facebook and Instagram copy
	12:00pm
	Consumer
	Win a free smartphone! 📱

Keep your eyes peeled and don’t lose focus! Never give away passwords, passcodes, PINs or card details on any website that you are directed to via a link in a text message.

Criminals can create spoof/clone websites that imitate those of trusted organisations to convince you to enter your personal and financial information.

#StopChallenge ✋☝️ before clicking on links in emails/texts with too good to be true offers as they could be fake. Instead login directly to accounts to verify requests!
	[image: ] 



	
	Twitter copy
	12:00pm
	Consumer
	Win a free smartphone! 📱

#StopChallenge ✋☝️ before clicking on links in emails/texts with too good to be true offers as they could be fake. Instead login directly to accounts to verify requests!
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	Thurs 16 July
	Facebook and Instagram copy
	09:30am
	
	How to protect yourself from text message scams:

⚠️ Remember your bank or the police will NEVER ask you to transfer money to a safe account or contact you asking for your full PINs, passwords or passcodes
⚠️ Only give out your personal or financial information to services you have consented to and are expecting to be contacted by
⚠️ Contact your bank or an organisation directly using a known email or phone number not the one you are advised to call.  This could be the fraudster tricking you
⚠️ Don’t give anyone remote access to your computer or download any software following a cold call or unsolicited text

#TakeFive

	[image: ]

	Thurs 16 July
	Twitter copy
	09:30am
	
	Text message scam tips:

⚠️Only give your info to services you consent to and expect contact from
⚠️Contact your bank or organisation directly
⚠️Don’t allow remote computer access following a cold call or random text

Banks & police will NEVER ask you to move money to a safe account
	[image: ]

	Fri 17 July
	Facebook and Instagram copy
	12:30pm 
	Consumer
	Received a text message about a parcel? It might be a criminal posing as a delivery service in an attempt to steal your personal and financial information! 🙅‍♀️

The message usually includes a link which leads to a fraudulent website that asks for personal and financial details, which could then be used by scammers to commit fraud.

Fraudsters do in some cases impersonate the fraud department of your bank once they have your details and encourage you to divulge even more information :-o  

#StopChallengeProtect ✋☝️👊 Do not click on any links or enter any details.
	[image: woman in white blazer holding white samsung android smartphone]
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	Twitter copy
	12:30pm
	Consumer
	Received a text message about a parcel? It might be a criminal posing as a delivery service in an attempt to steal your personal and financial information! 🙅‍♀️

#StopChallengeProtect ✋☝️👊 Do not click on any links or enter any details.
	[image: woman in white blazer holding white samsung android smartphone]

Download image here

	Mon 19 July
	Facebook and Instagram copy
	1:00pm
	Consumer
	Looking to purchase a new set of wheels? 🚘

Remember criminals might try to lure you in with irresistible bargain prices for new cars and will even set up fake websites to look like real dealerships.

Take a moment to #StopChallengeProtect ✋☝️👊. Double check the website is genuine by looking for poor English, such as spelling and grammar mistakes, or phrases that don’t sound quite right. 
Read feedback from people or organisations that you trust, such as consumer websites. 

Use the secure payment method recommended by reputable online retailers and auction sites.

Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act.

Remember - if it seems too good to be true it probably is.
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	Twitter copy
	1:00pm 
	Consumer
	Looking to purchase a new set of wheels? 🚘

Take a couple of minutes to #StopChallengeProtect ✋☝️👊. Double check the website is genuine by for poor English, use the secure payment method that’s recommended and if possible, pay with a credit card.
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Download image here

	Tue 20 July
	Facebook and Instagram copy
	9:00am 
	Consumer
	Looking for a new job? 👔

Be wary of fraudulent job adverts online. Fraudsters target job seekers to trick them into sharing sensitive information.

#StopChallengeProtect ✋☝️👊 double check the ads are genuine before sharing any of your personal details and be wary of advances payments, such as admin fees.

Research any potential employer by conducting your own background checks and making sure their contact details are genuine.

Don’t respond to adverts offering large sums of money for minimal effort.

Be wary of job ads that are written in poor English with grammatical errors and spelling mistakes.

Don’t give your bank account details to anyone unless you know and trust them.
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	Twitter copy
	1:30pm
	Consumer
	Looking for a new job? 👔

#StopChallengeProtect ✋☝️👊 double check the ads are genuine before sharing any of your personal details and be wary of requests for upfront payments to cover admin fees.
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	Fri 23 July
	Facebook and Instagram copy
	1:00pm
	Consumer
	Looking for a deal on a romantic dinner for two?🌹 🏵 🥂

Don’t forget to #StopChallengeProtect! Criminals can create fake ads for your favourite booking sites in order to steal your money.

Fraudsters will use these fake ads to lure money-savvy consumers to buy fake, counterfeit or non-existent items or services.

Get more info on purchase scams and advice on how to avoid them here: https://takefive-stopfraud.org.uk/advice/general-advice/purchase-scam/
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	Twitter copy
	2:00pm
	Consumer
	Looking for a deal on a romantic dinner for two?🌹 🏵 🥂

Don’t forget to #StopChallengeProtect! Criminals can create fake ads for your favourite booking sites to steal your money.

Fraudsters will use these fake ads to lure money-savvy consumers to buy fake, counterfeit or non-existent items or services.
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	Mon 26  July
	Facebook and Instagram copy
	8:00am
	Consumer
	Received a text or email claiming you’re entitled to a vehicle tax refund? 🚘

If you receive a text or email like this, #StopChallengeProtect. Criminals might be impersonating the DVLA to trick you into providing your personal or financial information. 🔐  

If you are in doubt, contact the DVLA direct to check if the request is genuine.
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	Twitter copy
	2:30pm
	Consumer
	Received a text/email claiming you’re entitled to a vehicle tax refund? 🚘

If you receive a text/email like this, #StopChallengeProtect. Criminals might be impersonating the DVLA to trick you into providing your personal & financial information. 🔐  
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	Tue 27 July
	Facebook and Instagram copy
	8:30am
	SME
	Don’t let your business be vulnerable to fraud and be sure to make yourself aware of the risks your business can face.

The most common ways criminals target businesses are through CEO scams and invoice and mandate scams.

In a CEO scam, criminals impersonate your boss or a senior manager to convince you to make an urgent payment outside of your business’s internal procedure.

Invoice and mandate scams occur when criminals pose as regular suppliers and convince you to change their existing bank account details.

#StopChallengeProtect✋☝️👊 
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	Twitter copy
	3:00pm
	SME
	The most common ways criminals target businesses are through CEO scams and invoice & mandate scams. Don’t be vulnerable to fraud, be aware of the risks your business can face.

If you are ever suspicious about a request, remember to #StopChallengeProtect✋☝️👊 
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	Thurs 29 July
	Facebook, Instagram and Twitter copy
	10:00am
	Consumer
	Are you always missing calls? 📞

That’s why criminals send text messages like these hoping to trick you into clicking on dangerous links. Don’t be caught off guard, remember to #Stop and take a moment to think. It could protect you and your money.

#TakeFive

	[image: ]

	Fri 30 July
	Facebook and Instagram copy
	12:00pm
	Consumer
	Ordering takeaway to celebrate Friday night? 🍔🍟

Make sure that you select a reputable delivery service and be mindful of fake websites and adverts.

Criminals can create copycat websites designed to harvest personal and financial information to order food through your account.

Don’t be left starving and do not click on any links in the scam email.
#StopChallengeProtect
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	Twitter copy
	3:30pm
	Consumer
	Ordering takeaway on a Friday night? 🍔🍟

Criminals can create copycat websites designed to harvest personal and financial information to order food through your account.

Don’t be left starving and do not click on any links in the scam email.
#StopChallengeProtect
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