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Take Five social content calendar
May 2021
	Date
	Social platform
	Audience
	Copy
	Image

	w/c 31 May
	
	
	

	Purchase scams: Fake tickets
	
	

	Tues 1 June
	Facebook and Instagram copy
	Consumer
	Lockdown restrictions could lift in 3 weeks…  ️

So if you’re making event plans - don’t get caught out!
Criminals are poised with ticketing 🎟 scams as we look to book in much-needed social activities!

Be on the look out 👀 for fake websites or social media profiles selling tickets that are either fraudulent or don’t exist.

#StopChallengeProtect and always access the website you’re purchasing from by typing it into your web browser. Be wary of clicking on links in unsolicited emails or social media posts.

@takefivetostopfraud
	
[image: https://images.pexels.com/photos/1190298/pexels-photo-1190298.jpeg?auto=compress&cs=tinysrgb&dpr=3&h=750&w=1260]


	
	Twitter copy
	Consumer
	Lockdown restrictions could lift in 3 weeks…  

But don’t get caught out making those long awaited plans! 

#StopChallengeProtect and always access the website you’re purchasing tickets🎟 from by typing it into your web browser. Be wary of links in unsolicited emails. @TakeFive
	[image: https://images.pexels.com/photos/1190298/pexels-photo-1190298.jpeg?auto=compress&cs=tinysrgb&dpr=3&h=750&w=1260]


	Neighbourhood Watch Week
	
	

	Fri 4 June
	Facebook and Instagram copy
	Consumer
	It’s Neighbourhood Watch Week 2021! The past year has shown us community spirit is as important as ever. 😊

So let’s stay connected and build on the relationships we made during COVID-19. It’s important we look out 👀 for our neighbours and one key way is to help them stay safe from fraud and scams by sharing the Take Five to Stop Fraud advice.

Did you help out a neighbour during the pandemic? Let us know in the comments below. 

#StopChallengeProtect #LetsStayConnected @takefivetostopfraud

	[image: https://www.ourwatch.org.uk/sites/default/files/documents/2021-04/neighbourhood_watch_week_logo_transpararent.png]


	
	Twitter copy
	Consumer
	Neighbourhood Watch Week 2021 encourages us to build on the community spirit we’ve seen come alive during COVID-19. 😊 It’s important we look out 👀 for our neighbours and one key way is to help them stay safe from fraud and scams by sharing the @TakeFive to Stop Fraud advice.
	[image: https://www.ourwatch.org.uk/sites/default/files/documents/2021-04/neighbourhood_watch_week_logo_transpararent.png]


	w/c 7 June
	
	
	

	Impersonation scams: Moving house
	
	

	Mon 7 June
	Facebook and Instagram copy
	Consumer
	Are you thinking about buying a new home? 🏡 The stamp duty holiday ends on 30 June 2021 and many people are making a move.

But watch out! 🚨 You may receive an email or text urging you to take action before the deadline. They might ask you to share your personal details or pay money to take advantage of the reduced stamp duty rate.

If you feel pressured to act, something seems suspicious #Stop. Check your email or text again and #Challenge the sender. Criminals will pretend to be a reputable mortgage lender, bank, or the government to steal your data or money. Don’t let them!

Report suspicious emails to report@phishing.gov.uk and texts to 7726. @takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\12 March - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer
	Planning a house move?The stamp duty holiday ends 30 June.
If you receive a message urging you to take immediate action... #Stop check it carefully 👀 and #Challenge the sender – it could be sent by a criminal.
Report suspicious emails to report@phishing.gov.uk & texts to 7726.

	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\12 March - Facebook and Twitter.jpg]

	Purchase scams
	
	

	Wed 9 June
	Facebook and Instagram copy
	Consumer
	With summer approaching ☀️ you might be on the lookout for new garden furniture…

Criminals may advertise products – including hot tubs, pergolas and outdoor furniture - on auction sites at rock-bottom prices using fake payment pages to obtain your personal and financial information.

If you find a deal which seems too good to be true #StopChallengeProtect

#StopChallengeProtect and read online reviews 👀 to ensure websites are genuine and use the payment methods recommended by reputable online retailers and auction sites. 💸

Where possible, use a credit card for purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act. 

@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\24 Feb - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer
	Looking for new garden furniture this summer? ☀️

Criminals may advertise products on auction sites at super-low prices using fake payment pages to obtain your personal and financial info. 💸

If you find a deal which seems too good to be true #StopChallengeProtect✋☝️👊@TakeFive 
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\24 Feb - Facebook and Twitter.jpg]

	Impersonation scams: Smishing
	
	

	Fri 11 June
	Facebook and Instagram copy
	Consumer
	If you receive a text from your bank, tech provider or a parcel delivery company asking you to click on a link within the message #StopChallengeProtect!

Criminals can pose as legitimate organisations to try and get you to click a link which will download malware on your tech, or to get you to share personal information on fraudulent websites. 👿

Instead of clicking the link, log into your account directly to update or check your information. ✅

Make sure you forward scam texts to 7726, and if a scam text claims to be from your bank, then you should also report it to them. 

#TakeFive @takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\3 March - Facebook.jpg]

	
	Twitter copy
	Consumer
	If you receive a text from your bank, tech provider or a parcel delivery company asking you to click on a link within the message #StopChallengeProtect! ✋☝️👊

Instead of clicking the link, log into your account directly to update or check your information. ✅

@TakeFive
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\3 March - Facebook.jpg]

	w/c 14 June
	
	
	

	Investment scams: Social Media
	
	

	Mon 14 June
	Facebook and Instagram copy
	Consumer
	Spotted an opportunity invest in in Bitcoin or cryptocurrency? Remember to #StopChallengeProtect ✋☝️👊

Scammers are using social media to advertise fake investment opportunities… exclusive offers just for you  may sound enticing, but there’s probably a catch. 💸

Do your homework before handing any money or information over or else it could be going in to hands of criminals. Check the @TheFCA register to see if the investor is regulated. ✅

@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\8 March - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer
	Spotted an opportunity to invest in in Bitcoin or cryptocurrency? #StopChallengeProtect✋☝️👊

Do your homework before handing any money or info over or it could be going in to hands of criminals. Check the @TheFCA register to see if the investor is regulated.✅

[bookmark: _GoBack]@TakeFive
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\8 March - Facebook and Twitter.jpg]

	CEO Fraud
	
	

	Wed 16 June
	Facebook and Instagram copy
	SME
	If your boss or CEO emails you with an urgent request to send a new payment it’s normal to want to jump on it ASAP. 📧 It is the boss after all.

But this type of email could be fraudulent. Remember to #StopChallengeProtect to protect your business’ money. Speak to your boss on the phone or in person to verify their email is real before making any payments. 🗣

#StopChallengeProtect @takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\22 March - Facebook.jpg]

	
	Twitter copy
	SME
	If your boss emails you to send a new payment it’s normal to want to jump on it ASAP. 📧

But this email could be fraudulent. #StopChallengeProtect to protect your business’ money. Speak to your boss on the phone or in person to verify their email is real before paying anything.
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\March\22 March - Twitter.jpg]

	Purchase scams: Booking holidays
	
	

	Fri 18 June
	Facebook and Instagram copy
	Consumer
	With holidays on the horizon, don’t let your guard down when booking your summer break! 🏖

Criminals set-up convincing websites with dreamy accommodation (that doesn’t exist 😲) at too-good-to-be-true prices. Before parting with your money, do your homework and check the reviews and other information of the company you’re buying from. Use your search engine to check if anyone else has reported anything bad.

#StopChallengeProtect and always access the website you’re purchasing from by typing it into your web browser and be wary of clicking on links in unsolicited emails or social media posts.

Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act.

@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\22 Feb - Facebook.gif]

	
	Twitter copy
	Consumer
	With holidays on the horizon, don’t let your guard down when booking a summer hol! 🏖

Criminals set-up convincing websites & social pages with dreamy accommodation (that doesn’t exist😲) at great prices. #StopChallengeProtect and check the reviews of websites you’re buying from.
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\22 Feb - Twitter.gif]

	w/c 21 June
	
	
	

	Investment scams: Pensions
	
	

	Mon 21 June
	Facebook and Instagram copy
	Consumer
	Don’t let scammers steal your nest egg!💸 If you’re looking on Google to re-invest your pension and spot an advert offering a “high return, low risk” scheme, #StopChallengeProtect✋☝️👊

Remember, a legitimate organisation will never pressure you into making decisions quickly or without discussing them with your loved ones.

If you’re planning to change your pension arrangement, check the @TheFCA register to see if the firm you’re dealing with is authorised. 

Remember to only use the contact details listed on a company’s website to confirm you’re dealing with the right place.

@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\4 Jan - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer
	Don’t let scammers steal your nest egg!💸 If you spot an advert on Google offering a “high return, low risk” scheme, #StopChallengeProtect✋☝️👊 

Before making changes to your pension, check the @TheFCA register to see if the firm you’re dealing with is authorised.

@TakeFive 
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\4 Jan - Facebook and Twitter.jpg]

	Impersonation
	
	

	Wed 23 June
	Facebook and Instagram copy
	Consumer/SME
	Criminals are experts at impersonating people, organisations and the police.
Stop: Taking a moment to stop and think before parting with your money or information could keep you safe.
Challenge: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you. 
Protect: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. 
#StopChallengeProtect✋☝️👊  @takefivetostopfraud

	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\April\7, 16 and 28 April - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer/SME
	Criminals are experts at impersonation.

If you receive a call you aren’t expecting #StopChallengeProtect✋☝️👊 

It is okay to reject, refuse or ignore requests for personal information.

@TakeFive
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\April\7, 16 and 28 April - Facebook and Twitter.jpg]

	Impersonation: Invoice fraud
	
	

	Fri 25 June
	Facebook and Instagram copy
	SME
	Got that #FridayFeeling? 🤩

Don’t let your guard down because you’re looking forward to the weekend. If a supplier emails you to change their payment details, call them on a number you know to be theirs – not one included in the email.

If you are ever suspicious about a request, remember to #StopChallengeProtect✋☝️👊 @takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\25 Jan - Facebook.jpg]

	
	Twitter copy
	SME
	Got that #FridayFeeling? 🤩

Don’t let your guard down because you’re looking forward to the weekend. If a supplier emails you to change their payment details, call them on a number you know to be theirs – not one included in the email.

#StopChallengeProtect✋☝️👊 @TakeFive
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\25 Jan - Twitter.jpg]

	w/c 28 June
	
	
	

	Sweepstake scams
	
	

	Mon 28 June
	Facebook and Instagram copy
	Consumer
	If you receive an unsolicited email or text with info which seems too good to be true, #StopChallengeProtect! ✋☝️👊

Criminals send fake messages announcing you’ve won £££ or an exciting prize🎁 … but they’ll ask you to share personal details or pay a fee to claim it.

Protect yourself by contacting organisations directly and never pay fees in advance. 

Reporting fraud and scams can help the police or other agencies disrupt the ways in which criminals operate so forward your scam emails to report@phishing.gov.uk and help protect others from falling for the same scam.

@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\13 Jan - Facebook and Twitter.jpg]

	
	Twitter copy
	Consumer
	Received an unsolicited message which seems too good to be true? #StopChallengeProtect! ✋☝️👊

Criminals send fake messages announcing you’ve won a prize🎁 … but they’ll ask you to share personal details or pay a fee to claim it.

Protect yourself, never pay fees in advance.
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Jan\13 Jan - Facebook and Twitter.jpg]

	Impersonation scam
	
	

	Wed 29 June
	Facebook and Instagram copy
	Consumer
	Received a message from your favourite streaming service asking to change your password? 📺 📽

#StopChallengeProtect ✋☝️👊 

Criminals can create authentic looking texts and emails using branding and logos from trusted organisations. They do this to steal your personal information.

Don’t click on any links within the message. Login to your account using a secure webpage or app to validate requests.

If you receive a scam email forward it to report@phishing.gov.uk and texts to 7726. If a scam text claims to be from your bank, then you should also report it to them.
@takefivetostopfraud
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\26 Feb - Facebook.jpg]

	
	Twitter copy
	Consumer
	Received a message from your fave streaming service asking to change your password? 📺 📽
#StopChallengeProtect
Criminals create authentic looking messages using logos from trusted organisations. Don’t click on links in the message. Login to your account using a secure webpage.
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\Feb\26 Feb - Twitter.jpg]
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Criminals use a technique called
“spoofing” to make it look like
you are being contacted by a
trusted organisation. These scam
texts can often appear in genuine
message threads making them
difficult to spot.
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