

	
	
	
Take Five Social Media Posts & Assets
Smishing
	

	Post no
	Platform
	Copy
	Image/Video

	1
	Facebook/ Instagram Twitter
	Criminals hope to catch you out with your guard down.

Follow our campaign advice to avoid falling for a scam #StopChallengeProtect ✋☝️👊

Report scam text messages by forwarding them to 7726 – the numbers on your keypad that spell out the word ‘SPAM’.

#TakeFive
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(Video)

	2
	Facebook/ Instagram
	Here’s some great advice on how to protect yourself from scam text messages.

✋ STOP: Taking a moment to stop and think before parting with your money or information could keep you safe.

☝️ CHALLENGE: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

👊PROTECT: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive #StopChallengeProtect ✋☝️👊
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(Video)


	2
	Twitter 
	✋ Take a moment to stop and think before parting with money or info 

☝️ Could it be fake? It’s ok to reject, refuse or ignore requests. Only criminals try to rush & panic you

👊Contact your bank immediately if you think you’ve fallen for a scam & report to Action Fraud
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(Video)

	3
	Facebook & Instagram copy
	Anyone else fed up with scam text messages?  

Criminals are experts at pretending to be from trusted organisations to try and trick us. Follow this expert advice from former police officer Tony Blake.

Always remember to #Stop before you enter any details, #Challenge the message and know it’s ok to ignore them. Contact organisations direct to check if the message you have received is genuine. Protect yourself and others by forwarding the message to 7726 which spells out SPAM on your keypad. 

#TakeFive #StopChallengeProtect 
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(Video)

	3
	Twitter copy
	Some great advice from expert @Tonydcpcu 

Criminals try to trick us by pretending to be from trusted organisations. Remember to #Stop and think before entering any details, #Challenge – it’s ok to ignore requests. #Protect yourself & others by forwarding scam messages to 7726.
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(Video)



	4
	Facebook, Twitter
	Seeing scam text messages all the time?

Fake parcel delivery texts are the top smishing scam!

Find out more about smishing scams below 👇 it could keep you and your money safe.

#TakeFive #StopChallengeProtect

	



(Please share ‘Fake parcel delivery texts are the top smishing scam’ press release)



* links should only be shared as cards on Twitter & Facebook/Instagram

	5
	Facebook & Instagram copy
	It can be difficult to tell the difference between a scam text and one that’s legitimate. 

Criminals use a technique called “spoofing” to make it look like you’re being contacted by a genuine organisation. 

Avoid clicking on any links, and instead log in to your accounts to check/update your information or make any payments. 

You can report spam texts to your network provider by forwarding them to 7726 which spells SPAM on your telephone keypad.

#TakeFive #StopChallengeProtect 
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(Video)




	5
	Twitter copy
	Sometimes it's hard to spot scam texts.
Criminals use a technique called “spoofing” to try and trick you. Avoid clicking on links. Instead, log in to accounts to update your info or make payments. You can report scam texts by forwarding them to 7726.
@TakeFive
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(Video)

	6
	Facebook & Instagram copy
	Criminals imitate trusted organisations to trick people with text messages and emails. Whether it’s your bank, a delivery company, phone network provider or someone purporting to work for the government, it’s important to treat all messages with caution. Only criminals will try to rush or panic you.
#StopChallengeProtect to avoid falling for a scam and remember not to click on links.
#TakeFive
	




	6
	Twitter copy
	Criminals imitate trusted organisations to trick people with text messages and emails. Whether it’s your bank, delivery company, phone network provider or someone saying they're from the government - treat all messages with caution. Only criminals will try to rush or panic you.


	



	7
	Facebook/ Instagram/Twitter
	Criminals are experts at impersonating trusted organisations such as your bank, broadband provider, the police or government. 
If you are called out of the blue, it doesn’t matter who it’s from – remember to #StopChallengeProtect ✋☝️👊
#TakeFive
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SPOT THE DIFFERENCE

BANK4YOU BANK4YOU

Your new statement for

credit card ending 2650
is ready to view. Log into
your account to view.
Thanks - The Bank.
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Criminals use a technique called
“spoofing” to make it look like

you are being contacted by a
trusted organisation. These scam
texts can often appear in genuine
message threads making them
difficult to spot.
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