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	Take Five to Stop Fraud Social Media Calendar 
September 2021


	Date
	Platform
	Copy
	Image/Video/Link

	Wednesday 1st September
	Facebook, Twitter
	
Are you good a spotting scams?

Put your knowledge to the test and find out how scam savvy you really are. Take the quiz below 👇

#TakeFive #StopChallengeProtect
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For Card:
https://quiz.takefive-stopfraud.org.uk/?_ga=2.123662091.1628941254.1629829033-379798001.1629829033

	Thursday 2nd September 
	Facebook & Instagram
	Cases of criminals impersonating banks increased by 94% in 2020. Here are a few things to keep in mind:

⚠️Your bank/police will never ask you to transfer money to a safe account or contact you asking for your full PINs, full passwords or passcodes.

⚠️Only give your personal or financial info to services you have consented to and expect contact from.

⚠️Contact your bank or an organisation directly using a known email or phone number.

⚠️Don’t give anyone remote access to your computer following a cold call or unsolicited text.

Forward suspicious emails to report@phishing.gov.uk and forward suspected scam texts to 7726, which spells SPAM on your keypad.
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Thursday 2nd  September
	


Twitter

	


Criminals posing as banks increased 94% in 2020.

⚠️Banks won't ask you to move money to safe accounts or contact you out the blue asking for PINs/passwords
⚠️Only give info to services you consent to and expect contact from
⚠️Contact banks directly on known emails/numbers
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	Friday 3rd September 
	Facebook & Instagram 
	Remember to be alert to scam text messages.

Criminals want to catch you with your guard down – it only takes a moment!

The links they include may contain dangerous malware or lead you to a fake website.

Always #StopChallengeProtect when you receive any requests out of the blue for your personal or financial information.








	

	Friday 3rd September
	Twitter
	Beware of scam text messages.

Criminals want to catch you with your guard down – it only takes a moment! The links they include may contain dangerous malware or lead you to a fake website. #StopChallengeProtect if you receive requests for your personal/financial info.

@TakeFive
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	Monday 6th September
	Facebook, Instagram & Twitter 
	Criminals spend lots of time researching their victims in order to make themselves appear legitimate. 

If you receive any requests for your personal or financial information out of the blue remember to #StopChallengeProtect 

Only criminals will try to rush and panic you.
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	Tuesday 7th September 
	Facebook and Instagram 
	Urgent email from the boss?!

Beware that criminals impersonate senior members of staff to try and scam employees.

Criminals may target businesses over several months, building a picture of the structure of your firm and the employees responsible for authorising payments.

Find out more about scams in the workplace below👇
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For Card:
https://takefive-stopfraud.org.uk/advice/business-advice/


	Tuesday 7th September 
	Twitter
	Urgent email from the boss?

Criminals impersonate senior staff to try and scam employees. They may research businesses for some time, building a picture of the structure of your firm and the employees responsible for payments. Find out more on scams in the workplace below👇
	
[image: ]
For Card:
https://takefive-stopfraud.org.uk/advice/business-advice/

	Wednesday 8th September 
	Facebook, Instagram, Twitter
	It’s Take Five Week next week.

From Monday we’ll be sharing brand new content, tips and advice to help you avoid scams.

Stay tuned! #StopChallengeProtect

@TakeFive
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	Monday 13 September 2021
	TAKE FIVE WEEK BEGINS

	Monday 13 September 2021
9am
	Facebook and Instagram
	We are proud to be supporting #TakeFiveWeek. Always remember to #Challenge if someone contacts you asking for your personal or financial information.

Saying ‘no’ can feel uncomfortable but it’s ok to reject, refuse or ignore requests of this kind. Only criminals will try to rush or panic you.

If you receive a scam email #StopChallengeProtect, forward it to report@phishing.gov.uk and texts to 7726 which spells ‘SPAM’ on your telephone keypad.
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	Twitter
	We are proud to be supporting #TakeFiveWeek. Always say no if someone contacts you asking for personal or financial info.

Saying ‘no’ can feel uncomfortable but it’s ok to reject, refuse or ignore requests. Only criminals will try to rush or panic you.

@TakeFive
	

	Monday 13 September 2021
3pm
	Facebook and Instagram
	@aberystwyth.university psychologist explains how criminals use our emotions to encourage us to fall for scams.

Alexandra is encouraging us all to challenge requests when we get an unexpected text, call or email from someone asking for personal or financial information.

Remember to: 
STOP: and think before responding.
CHALLENGE: could it be fake?
PROTECT: if you’re unsure it’s ok to say ‘no’

Only criminals will try and rush or panic you into responding.


	
Video


	
	Twitter
	.@AberUni psychologist explains how criminals use our emotions to trick us into falling for scams.

Alexandra is encouraging us all to #Challenge if someone contacts us for personal or financial info.
Remember to #StopChallengeProtect @TakeFive
	

	Tuesday 14 September 2021
9am
	Facebook and Instagram
	Do you use any of these phrases to say ‘no’ without actually using the word no?
Sometimes it’s best just to say ‘no’ and hang up. This #TakeFiveWeek, remember to #Challenge if you’re contacted by someone asking for your personal info or money.
Remember, only criminals will try to rush or panic you. If you receive a scam email #StopChallengeProtect, forward it to report@phishing.gov.uk and texts to 7726 which spells ‘SPAM’ on your telephone keypad.
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	Twitter
	Do you use any of these phrases to say ‘no’?
Sometimes it’s best just to say no and hang up.  
Always #StopChallengeProtect if you’re contacted by someone asking for your personal info.
#TakeFiveWeek @TakeFive
	

	Thursday 16 September 2021
9am
	Facebook and Instagram
	How do people say ‘no’ without actually saying it where you’re from?
This #TakeFiveWeek, feel empowered to #StopChallengeProtect if someone contacts you asking for personal or financial information.
Remember, it’s ok to reject, refuse or ignore requests like this. Only criminals will try to rush or panic you. 
If you receive a scam email forward it to report@phishing.gov.uk and texts to 7726 which spells ‘SPAM’ on your telephone keypad.
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	Twitter
	How do people say ‘no’ without actually saying it where you’re from?
This #TakeFiveWeek, #StopChallengeProtect if you’re contacted for your personal or financial info.
Remember, only criminals will try to rush or panic you. 
@TakeFive
	

	Friday 17 September 2021
3pm
	Facebook and Instagram
	As #TakeFiveWeek ends, make sure you remember to #StopChallengeProtect.
So many of us agree to things in person, knowing we’ll cancel later by text! Avoid the criminals by being direct. It could protect you and your money.
@TakeFive
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	Twitter
	As #TakeFiveWeek ends make sure you remember to #StopChallengeProtect
Lots of us agree to things in person, knowing we’ll cancel later by text! But if someone contacts you asking for personal or financial info it's important to be direct say ‘no’.
@TakeFive
	

	Friday 17th September
	TAKE FIVE WEEK ENDS

	Monday 20th September
	Facebook & Instagram
	As we move into Autumn, beware of potential scams related to Covid-19 booster jabs.

In the past criminals have used text messages, phone calls, fake websites and in person visits to try and trick people into making a payment or handing over their financial information.

Remember the NHS will never:

⚠️Ask for payment or bank details – the vaccine is free
 
⚠️Arrive unannounced at your home to administer the vaccine

⚠️Ask you to prove your identity by sending copies of personal documents such as your passport or driving license.

#TakeFive #StopChallengeProtect ✋☝️👊
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For card:

https://cfa.nhs.uk/fraud-prevention/COVID-19-guidance/COVID-19-vaccine-fraud

	
	
	As we move into Autumn beware of scams related to Covid-19 booster jabs. Remember the NHS will never:

⚠️Ask for payment or bank details

⚠️Arrive unannounced at your home to administer the vaccine

⚠️Ask you to share personal documents

#StopChallengeProtect✋☝️👊
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For card:
https://cfa.nhs.uk/fraud-prevention/COVID-19-guidance/COVID-19-vaccine-fraud

	Wednesday 22nd September
	Facebook and Instagram 
	⚠️‘Your money is at risk act now to secure your account!’⚠️

Legitimate organisations won’t send you messages like these. Only criminals try to rush or panic you. 

They hope to catch you with your guard down, remember to #StopChallengeProtect✋☝️👊 – it could protect you and your money.

@TakeFive 
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	Wednesday 22nd September 
	Twitter 
	⚠️‘Your money is at risk act now to secure your account!’⚠️

Legitimate organisations won’t send messages like these, only criminals try to rush or panic you. They hope to catch you with your guard down, remember to #StopChallengeProtect✋☝️👊

@TakeFive
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	Thursday 23rd September
	Facebook, Instagram &
Twitter 
	Remember to #StopChallengeProtect✋☝️👊 when you see investment opportunities that offer high rewards with little or no risk.

Be especially cautious if someone is putting pressure on you to invest. Remember only criminals will try to rush and panic you.
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	Friday 24th September 
	Facebook and Instagram 
	Criminals will send scam text messages
pretending to represent all sorts of different
organisations. Here are some simple tips to
avoid them:

⚠️Only give your info to services you consent
to and expect contact from.
⚠️Contact your bank or organisation directly.
⚠️Don’t allow remote computer access
following a cold call or random text.
⚠️ Don’t click on links that come in texts!

Remember you can report scam text
messages to by forwarding them to 7726
(spells out the word ‘SPAM’ on your keypad).
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	Friday 24th September 
	Twitter copy
	Tips to avoid SMS scams:

⚠️Only give your info to services you consent
to and expect contact from
⚠️Contact your bank or organisation directly
⚠️Don’t allow remote computer access
following a cold call or random text
⚠️ Don’t click on links that come in texts
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	Monday 27th September 
	Facebook & Instagram 
	Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Consumer Credit Act.

You could get your money back if:

⚠️ The product or service is faulty

⚠️ The company you bought the product or service from breaks their contract with you

⚠️ The company you bought the product or service from does not deliver what they have promised.

@TakeFive #StopChallengeProtect






	

	Monday 27th September 
	Twitter copy
	Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Consumer Credit Act.

It could help you get your money back if you are scammed. 

Remember to beware of "too good to be true" offers! @TakeFive 
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	Tuesday 28th September
	Facebook, Instagram & Twitter 
	Been waiting for ages for a delivery to arrive?

Even if something is taking longer than expected to turn up, make sure to avoid delivery scam text messages.

Always #StopChallengeProtect✋☝️👊 when you receive any requests for your personal or financial info.

@TakeFive
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	Thursday 30th September
	Facebook & Instagram 
	Just been told you won that social media giveaway you entered a while ago?

Take Five and #StopChallengeProtect✋☝️👊 to make sure it isn’t a scam. 

Criminals will try and trick you to make you believe you’ve won something. They want you to hand over your personal or financial information, make a payment, or click on a dangerous link.

You can report suspicious emails to report@phishing.gov.uk and text messages by forwarding them to 7726 (spells out the word ‘spam’ on your keypad).
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	Thursday 30th September 
	Twitter 
	Just been told you won a social media giveaway?

#StopChallengeProtect to make sure it isn’t a scam. 

Criminals try and trick you to make you believe you’ve won something. Report suspicious emails to report@phishing.gov.uk and texts by forwarding to 7726.
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