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Take Five to Stop Fraud Social Media Calendar
October 2021
Scam of the month - Vishing


	Date
	Platform
	Copy
	Image/Video/Link

	Monday 4th October
	Facebook, Instagram, Twitter 
	This month we’re spreading the word about vishing – a specific type of scam when criminals make contact over the phone. 

Don’t worry, we will still be sharing content on a range of scams but you might notice a few more related to vishing than usual.

Stay tuned! #TakeFive
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	Tuesday 5th October
	Facebook, Instagram
	Here is what to do when you receive a call that may come out of the blue with a request for your personal or financial information:

⚠️ STOP: Only give out your personal or financial information to services you have consented to and are expecting to be contacted by.
⚠️ CHALLENGE: could it be fake? Don’t give anyone remote access to your computer following a cold call. It’s ok to say ‘no’

⚠️ PROTECT: If you think you’ve fallen for a scam by transferring money to another account for ‘safe-keeping’ or purchased high value goods/vouchers to cover the cost of fines, contact your bank immediately and report it to Action Fraud.

#TakeFive
	




	Tuesday 5th October
	Twitter
	Received a call out the blue? 

⚠️ STOP: Only give info to services you have consented to and expect contact from 

⚠️ CHALLENGE: Could it be fake? It’s ok to say ‘no’ 

⚠️ PROTECT: Think you’ve fallen for a scam? Contact your bank and report it to Action Fraud

@TakeFive
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	Wednesday 6th October
	Facebook and Instagram
	How to spot a potential vishing scam:

⚠️ The caller claims to be from a trusted organisation such as your bank, the police, a government agency etc.
⚠️ You receive a call requesting personal or financial information

⚠️The caller puts pressure on you, trying to make you panic and act quickly. They can also keep you on the phone for a long time in order to try to convince you.

Remember it is always ok to reject, refuse or ignore requests for your personal or financial information ✅ 

#TakeFive #StopChallengeProtect
	











	Wednesday 6th October
	Twitter 
	How to spot vishing scam: 

⚠️You receive a call requesting your personal/financial info ⚠️The caller claims to be from a trusted organisation
⚠️The caller puts the pressure on, trying to make you panic 

It is always ok to reject, refuse or ignore requests ✅
	





	Thursday 7th October
	Facebook Instagram 
Twitter 
	Criminals have developed a variety of methods to trick people into falling for scams.

With courier fraud they call you, impersonating trusted organisations and send couriers to retrieve your card or PIN.

Find out more below 👇
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For card:
https://takefive-stopfraud.org.uk/advice/general-advice/courier-fraud/ 



	Monday 11th October
	Facebook and Instagram 
	Remember that criminals often use ‘hooks’ to grab your attention. They might tell you need to act urgently to save your money from a threat or that you have to act quickly to access a prize. 

They want to play on your emotions and panic you into handing over your personal or financial information.

#TakeFive and stop and think. Speak to a friend or family member or give your bank a call. Remember that is always ok to refuse, reject or ignore requests. Better to be safe than sorry.

#StopChallengeProtect

	


	Monday 11th October
	Twitter 
	Criminals use ‘hooks’ to grab your attention. They might say you need to act now to save your money or redeem a prize. 

They want to panic you and obtain your personal or financial info. 

#TakeFive and stop and think. It is always ok to refuse, reject or ignore these requests.
	


	Tuesday 12th October
	Facebook 
	Vishing is just one type of impersonation scam. Criminals won’t just get in touch over the phone, they might also reach out via text, email, letter or even in person. 

The same rules apply for any type of scam, if anyone is trying to rush or panic you it is best to #StopChallengeProtect and refuse to share your personal or financial information.

More advice below👇
	


For Card:
https://takefive-stopfraud.org.uk/advice/general-advice/impersonation-scam/ 


	Thursday 14th October
	Facebook & Instagram
	“Spoofing” can make it difficult to tell when number or email address is legitimate.

That’s why our message is clear – #StopChallengeProtect when you get requests for your personal or financial information.

Remember it is ok to refuse, reject or ignore these requests.

#TakeFive
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	Thursday 14th October 
	Twitter 
	“Spoofing” can make it difficult to tell when number or email address is legitimate.

That’s why our message is clear – #StopChallengeProtect when you get any requests for your personal or financial info. It is ok to refuse, reject or ignore these requests.
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	Friday 15th October
	Facebook & Instagram
	Here is a quick tip to avoid scams:

Unsure about a caller? Hang up and call the organisation back using a trusted number, such as the one on the back of your card if calling your bank. 

Criminals can ‘spoof’ numbers to make it look like you’re being called by someone you trust, however it’s safer if you make contact with your bank or any other organisation directly.

#TakeFive
	




	Friday 15th October
	Twitter 
	Quick tip to avoid scams: 

Unsure about a caller? Hang up and call the organisation back using a trusted number, such as the one on the back of your card if calling your bank. Criminals spoof numbers, making it look like they’re calling from a trusted number.


	
	




	Monday 18th October
	Facebook, Instagram, Twitter 
	Watch out for CEO scams in your inbox.

They take place when a criminal impersonates your boss or a senior manager to either make an urgent payment or change payment details for a contract or supplier.

Find out more below👇
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For card:
https://takefive-stopfraud.org.uk/advice/business-advice/ceo-scam/ 

	Wednesday 20th October
	Facebook & Instagram
	Be alert to scams which you could be faced with in the workplace.

Criminals may target businesses over several months, building a picture of the structure of your firm and the employees responsible for authorising payments. Your website can sometimes reveal information about genuine suppliers that can then be used by criminals.

Even if they say it is urgent you should confirm payment requests directly with the sender in person or over the phone.

#TakeFive #StopChallengeProtect
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(Video)


	Wednesday 20th October
	Twitter 
	Be alert to scams that you could be faced with in the workplace. 

Criminals may target businesses, building a picture of the structure of a firm and employees responsible for making payments. 

Confirm payment change requests directly with  suppliers in person or on the phone.
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(Video)



	Thursday 21st October
	Facebook & Instagram
	Taking a moment to stop and think can keep you and your money safe.

Remember you can forward suspicious emails to report@phishing.gov.uk and suspected scam texts to your mobile network provider by forwarding them to 7726. An easy way to remember 7726 is that they are the numbers on your telephone keypad that spell out the word ‘SPAM’.

#StopChallengeProtect

	
[image: ]

	Thursday 21st October
	Twitter 
	Taking a moment to stop and think can keep you and your money safe. 

You can forward suspicious emails to report@phishing.gov.uk and suspected scam texts to your mobile network provider by forwarding them to 7726 (spells out the word 'SPAM' on your keypad). 

@TakeFive
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	Monday 25th October
	
	Tempted to invest in cryptocurrency?

⚠️ Be cautious of approaches presenting you with exclusive investment opportunities. It could be a scam if you’re being pressurised to act quickly.

⚠️ Don’t rely on personal testimonies or celebrity endorsements, they could be fake.

⚠️ Most cryptocurrencies aren’t regulated by the FCA which means they’re not protected by the UK’s Financial Services Compensation Scheme. It’s important that you do your research and proceed with extreme caution before making any investments.
⚠️ If it sounds too good to be true, it probably is.

#TakeFive
	



	Monday 25th October
	Twitter 
	Reminder on crypto scams:

⚠️ Most coins aren’t regulated by the FCA which means they’re not protected by the UK’s Financial Services Compensation Scheme
⚠️ Don’t rely on personal stories/celebrity backing, they could be fake!
⚠️ Looks too good to be true? It probably is!
	





	Tuesday 26th October

	Facebook and Instagram
	Criminals can be very convincing over the phone. They will impersonate a variety of organisations to try and trick you into sharing your personal or financial information.

They may also try to rush or panic you, hoping you will let your guard down but they can also keep you on the phone for a long time trying to convince you that they’re legitimate Have they asked you to look at a website and confirm that the telephone number that they’re calling from is the same as the number on your telephone? 

#TakeFive and remember to Stop, Challenge, Protect. Always ask yourself – could this be fake?

It is always ok to reject, refuse or ignore requests that come out of the blue for your personal or financial information.
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	Tuesday 26th  October
	Facebook and Instagram
	Criminals can be convincing over the phone. They impersonate trusted organisations to try and get your personal/financial info. 

They may also try to panic you with threats. #TakeFive and ask yourself – could it be fake? It is ok to reject, refuse or ignore these requests.
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	Wednesday 27th October
	Facebook & Instagram
	Did you know that in the first half of 2021 criminals stole a total of £753.9 million through fraud.

According to UK Finance this is a 30% increase, with cases of APP fraud (when criminals trick people into authorising payments) pushing the numbers up.

Follow the advice of @TakeFiveStopFraud to protect yourself.
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	Wednesday 27th October
	Twitter 
	Did you know that in the first half of 2021 criminals stole £753.9 million in fraud. UK Finance say this is an increase of 30%, with cases of APP fraud (when criminals trick people into authorising payments) pushing the numbers up. 

Follow @TakeFive advice protect yourself.
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	Thursday 28th October
	Facebook and Instagram
	Waiting for a delivery to arrive?

Criminals send fake text messages hoping you're waiting for a parcel. Once you’ve filled in that form on the fake website they’ve taken you to they’ll have  access to your money and information. Log into accounts directly to update or check your info/deliveries and avoid clicking on links in texts and emails. 

If you receive a scam text report it by forwarding to 7726 which spells ‘SPAM’ on your keypad.
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	Thursday 28th October
	Twitter 
	Waiting for a delivery to arrive? 

Criminals send fake texts hoping you're waiting for a parcel. They want access to your money and info. Log into your account directly to update or check your info and avoid clicking links. 

If you receive a scam text report it by forwarding to 7726 (SPAM).
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	Friday 29th October
	Facebook and Twitter 
	Check out the Take Five to Stop Fraud website where there is plenty of information and advice on a variety of scams.

Click below for a guide to impersonation scams and listen to a recording of a criminal impersonating a government agency.

#TakeFive #StopChallengeProtect
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For Card:
https://takefive-stopfraud.org.uk/advice/general-advice/impersonation-scam/ 
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