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Take Five to Stop Fraud Social Media Calendar
November 2021




	Date
	Platform
	Copy
	Asset

	Monday 1st November 
	Facebook, Instagram, Twitter 
	
This month we’re spreading the word about purchase scams – when criminals trick people into paying for goods and services that don’t exist.

We will still be sharing content on a range of other scams, but criminals often use this month to target online shoppers especially with Black Friday and Cyber Monday around the corner!

Stay tuned! #TakeFive
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	Tuesday 2nd November 
	Facebook and Instagram
	Purchase scams take place online when criminals trick people into paying for goods and services that don’t exist.

They often advertise on auction sites or social media, with images taken from genuine sellers’ to convince you they’re the real deal.

Remember to always be wary of “too good to be true” deals.

#TakeFive
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	Tuesday 2nd November
	Twitter 
	Purchase scams take place online when criminals trick people into paying for goods and services that don’t exist. 

They often advertise on auction sites or social media, with images taken from genuine sellers to trick you. 

Beware of “too good to be true” deals. 

@TakeFive
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	Wednesday 3rd November 
	Facebook and Instagram
	How to spot a purchase scam:

⚠️You’re offered a heavily discounted or considerably cheaper than usual service or product. The deal sounds too good to be true.

⚠️You’re asked to pay by bank transfer instead of using the online platform’s secure payment options.

⚠️You receive a fake email receipt/invoice that appears to be from the website you’ve purchased from or the payment service used to make your purchase – the email address domain doesn’t match that of the genuine sender’s.

⚠️The website that you’re purchasing from was only launched days/weeks ago.

#TakeFive
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	Twitter
	How to spot purchase scams: 

⚠️The offer seems 'too good to be true' 

⚠️You’re asked to pay by bank transfer not with a secure payment option 

⚠️You receive a fake email receipt and the email address doesn’t match the genuine sender’s 

⚠️The website is only days/weeks old
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	Friday 4th November
	Facebook and Instagram
	Tips to avoid purchase scams:

⚠️Be suspicious of any “too good to be true” offers or prices.


⚠️Use the secure payment method recommended by reputable online retailers and auction sites.

⚠️Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act.

⚠️Do your research and read online reviews to check websites and sellers are genuine

#TakeFive
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	Friday 4th November
	Twitter 
	Tips to avoid purchase scams: 

⚠️Use secure payment methods recommended by reputable retailers 

⚠️ Use a credit card for purchases between £100 - £30,000 to receive protection under Section 75 of the Credit Consumer Act 

⚠️ Read online reviews to check websites are genuine
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	Monday 7th November 
	Facebook, Twitter
	The number of purchase scams often increases at this time of year. Criminals take advantage of those trying to grab a deal on Black Friday or Cyber Monday to trick people. 

Find out how to protect yourself against these scams below 👇
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For Card: https://takefive-stopfraud.org.uk/advice/general-advice/purchase-scam/


	Tuesday 8th November
	
	Be aware that criminals use cloned websites to scam consumers.

Here are some red flags:

⚠️ Slight changes to the URL of a genuine website

⚠️ Payment prior to delivery by bank transfer  

⚠️ Fake receipts

#TakeFive #StopChallengeProtect
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	Thursday 10th November 
	Facebook Twitter
	Black Friday and Cyber Monday are great opportunities to grab a bargain. 

However, criminals take advantage of our keenness to bag a bargain to scam us. 

Remember to avoid those who encourage/push you to make payments outside of normal secure payment options.
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	Friday 11th November 
	Facebook and Instagram
	Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Consumer Credit Act.

You could get your money back if:

⚠️ The product or service is faulty

⚠️ The company you bought the product or service from breaks their contract with you

⚠️ The company you bought the product or service from does not deliver what they have promised.

#StopChallengeProtect
	


	Friday 11th November
	Twitter
	Where possible, use a credit card when making purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Consumer Credit Act.

It could help you get your money back if you are scammed. 

Remember to beware of "too good to be true" offers! @TakeFive
	

	Monday 15th November
	Facebook Twitter Instagram
	Booking tickets for the festive season this year? 

Remember to beware of scams related to tickets. It is safest to buy tickets from the venue’s box office, official promoter or agent, or a well-known and reputable ticket site. Don’t be tempted by people reselling tickets online or social media. If it sounds too good to be true, it probably is.

#TakeFive
	




	Tuesday 16th November
	Facebook Twitter Instagram
	Taking time to stop and think can protect you and your money. Criminals want to catch you with your guard down, and it only takes a moment. 

#TakeFive and always ask yourself – could this be fake?


	[image: ]

	Thursday 18th November 
	Facebook Instagram Twitter
copy
	It’s Black Friday next week!

Remember that although it’s a good time to find a bargain, criminals see it as an opportunity to scam consumers. 

Throughout next week we will be sharing tips and advice on how you can shop safely when looking for deals.

#TakeFive
	


	Week of Black Friday 

	Monday 22nd November
	Facebook, Twitter, Instagram
	Beware of anyone asking for payment prior to delivery by bank transfer only.

Criminals may try to trick you into purchasing goods/services that don’t exist by advertising them at too good to be true prices.

Protect your money and information by only using retailers you trust, or authorised sellers named on official websites when shopping for deals online. 


#TakeFive #StopChallengeProtect
	




	Monday 22nd November
	Twitter
	Beware of anyone asking for payment prior to delivery by bank transfer only. 

Criminals may try to trick you into buying goods/services that don’t exist by advertising them at too good to be true prices. Protect your money and info by using authorised sellers named on official websites. @TakeFive
	




	Tuesday 23rd November
	Facebook, Twitter, Instagram
	Criminals will post fake listings for all sorts of different products. 

Protect your money and information by only using retailers you trust, or authorised sellers named on official websites when shopping for deals online.

#TakeFive #StopChallengeProtect
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	Wednesday 24th November
	Facebook, Instagram
	Remember the #TakeFive message when looking for bargains online this Black Friday and Cyber Monday.

Criminals may advertise products on auction sites at rock-bottom prices using fake payment pages to obtain your personal and financial information.

Be scam savvy by reading online reviews to ensure websites are genuine and use the payment methods recommended by reputable online retailers and auction sites.

Where possible, use a credit card for purchases over £100 and up to £30,000 as you receive protection under Section 75 of the Credit Consumer Act.

#TakeFive
	





	Wednesday 24th November
	Twitter
	Remember the #TakeFive message when shopping online. 

Criminals may advertise products on auction sites at great prices using fake payment pages to obtain your money & info.

Stay savvy by doing your research and reading reviews to ensure sellers are genuine #StopChallengeProtect

	






	Thursday 25th November
	
	Great deal or a scam?

It’s important to be aware of scams when looking for a good deal.

Criminals try to sell goods and services that don’t exist by advertising on auction sites or social media with images taken from genuine sellers’ to convince you they’re the real deal.

#TakeFive #StopChallengeProtect
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	Friday 26th November
	Facebook and Instagram
	Be a safe shopper by using recommended secure payment methods & reading reviews from reputable sources to check sites & sellers are legit.

Beware of:

⚠️ Offers that seem 'too good to be true' 

⚠️Requests for payment via bank transfer only and not via a secure payment option 

⚠️ Fake email receipts and email addresses that don’t match the genuine sender’s 

⚠️ Websites that are only days/weeks old

#TakeFive
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	Friday 26th November
	Twitter
	This Black Friday remember to #StopChallengeProtect to avoid scams. Beware of: 

⚠️'Too good to be true' offers 
⚠️Requests for payment via bank transfer only not via secure payment options 
⚠️Fake email receipts and addresses that don’t match the genuine sender’s 

@TakeFive
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	Monday 29th November 
	Facebook and Instagram 
	It’s Cyber Monday! It’s a great time to find good deals but also a time to be especially aware of scams.

We hope you’ve taken on board the #TakeFive advice this month on purchase scams. But in case you’ve missed it so far, here are some warning signs to be beware of:

⚠️The offer seems 'too good to be true' 

⚠️You’re asked to pay by bank transfer only not via a secure payment option 

⚠️You receive a fake email receipt, but the email address doesn’t match the genuine senders 

⚠️The website is only days/weeks old

#StopChallengeProtect
	


	Monday 29th November
	Twitter 
	It’s Cyber Monday, a great time for deals but also time to be especially aware of scams. 

Beware of: 

⚠️Offers that seems too good to be true 

⚠️Requests to pay by bank transfer only

⚠️Email receipts where the email address doesn’t match the genuine senders
	


	Tuesday 30th November 
	Facebook and Instagram
	🚨 Businesses beware 🚨

Invoice and mandate scams are targeted at businesses. They take place when criminals pose as a regular supplier and persuade you to change the bank account details you hold on file. 

Remember criminals carry out extensive research about your business to find out who your suppliers are and when regular payments are due.

Confirm bank details directly with suppliers using their established on-file details before any payments are made.

#TakeFive

	


	Tuesday 30th November 
	Twitter 
	🚨Businesses beware🚨 

Invoice & mandate scams are targeted at businesses. They take place when criminals pose as regular suppliers to persuade you to change account details. Confirm bank details directly with suppliers using established on-file details before making payments.
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« If you're purchasing goods and services from a company
or person you don't know and trust, carry out some
research first. Look up reviews of the company and ask
trusted friends and family members if they have heard of
it before.

+ Be wary of unsolicited emails and texts offering
questionably good deals, and never respond to messages
that ask for your personal and financial details.

+ Avoid paying for good and services by bank transfer as
that offers you little protection if you become a victim of
fraud. Instead, use a credit card or payment service such
as PayPal if possible.

ActionFraud
TOSTOPFRAUD  +~0300 123 2040
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