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Take Five to Stop Fraud Welsh Social Media Calendar July 2022


Notes:

This deck features social posts for use in July across Facebook, Twitter, Instagram and LinkedIn. We have provided assets in Welsh and copy for your translation.

With a focus on payment in advance fraud, we have also included posts relating to a number of relevant threats such as holiday fraud.

Feel free to use the assets at your convenience.

Each post consists of text (copy) and an asset (image or animation). Once saved you can upload onto your social channels with a copy of the associated text from the deck.​

Please do not include links in posts. If you would like to provide a link to a website or specific webpage, please use a Twitter, Facebook or LinkedIn card. Instagram doesn’t allow for the inclusion of clickable links within posts.


	
Take Five to Stop Fraud Social Media Calendar - Welsh
July 2022

	Date
	Platform
	Copy
	Asset

	Friday 1st July
	Facebook, Instagram, LinkedIn
	Have you been asked to pay an upfront fee? 

Criminals may get in touch asking for payment in advance for a product or service.

They might say they need payment for you to access a loan, a prize, an inheritance or product.

They may even say you need to pay a fee relating a to an offer of employment. They’ll ask you to pay for training or legal fees for job that never materialises/doesn’t exist.

Always #StopChallengeProtect and follow the Take Five advice:

⚠ Question claims that you’re due money for goods or services that you haven’t ordered or are unaware of, especially if you have to pay any fees upfront.

⚠ It’s extremely unlikely that you’ve won a lottery or competition that you haven’t entered, and which requires an upfront fee.

⚠ Be wary of potentially fake profiles on social media platforms as they could be offering jobs that don’t exist.

⚠ Make sure you use a reputable recruitment company who are a member of a trade association such as the REC, APSCo and TEAM. You can check this by looking for the association logos on the company’s website or by visiting the trade association’s website directly and searching by member.

#TakeFive
	




	Friday 1st July
	Twitter
	Have you been asked to pay an upfront fee?

Criminals may get in touch asking for payment in advance for a product/service. They might ask for pre-payment for you to access a loan, prize or a product. They may even ask for a fee relating to a new job. #TakeFive
	


	Monday 4th July
	Facebook, Instagram, LinkedIn
	Criminals may get in touch by email, text, DM, phone call, or on social media to target you with payment in advance fraud.

When targeting someone with this type of fraud they put you under pressure to pay quickly by bank transfer or even with cryptocurrency.

Whenever you’re asked to pay an up-front fee remember to ask yourself – could this be fake? It’s always ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

#TakeFive #StopChallengeProtect

	


	Monday 4th July
	Twitter
	Criminals may get in touch by email, message, phone call, or via social media to target you with payment in advance fraud.

They put people under pressure to pay quickly by bank transfer or even with cryptocurrency. #StopChallengeProtect

#TakeFive
	


	Thursday 7th July
	Facebook, Instagram, LinkedIn
	Been asked to pay an up-front fee for a product or service?

Remember to #StopChallengeProtect
STOP: Taking a moment to stop and think before parting with your money or information could keep you safe.
CHALLENGE: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.
PROTECT: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101.
#TakeFive

	


	Thursday 7th July
	Twitter
	Been asked to pay an up-front fee for a product or service?

STOP: Only give info to services you have consented to and expect contact from 

CHALLENGE: Could it be fake? It’s ok to say ‘no’ 

PROTECT: Think you’ve fallen for a scam? Contact your bank immediately

#TakeFive
	


	Monday 11th July
	Facebook, Instagram, LinkedIn
	Have you heard about payment in advance fraud?

It happens when criminals ask for upfront payments to receive  prizes, services, products or loans that never materialises.

Question claims that you’re due money for goods or services that you haven’t ordered or are unaware of, especially if you have to pay fees upfront.

Be especially careful if you’re put under pressure to pay quickly by bank transfer or even with cryptocurrency.

Always remember that taking a moment to stop and think before parting with your money or information could keep you safe.

#TakeFive #StopChallengeProtect
	


	Monday 11th July
	Twitter
	Payment in advance fraud happens when criminals ask for upfront payments to receive a prizes, services, products or loans that never materialise. 

Be especially careful if you’re put under pressure to pay quickly by bank transfer or crypto. 

#TakeFive
	


	Wednesday 13th July
	Facebook, Instagram, LinkedIn
	Remember the Take Five advice to avoid ticket fraud:
⚠️ Access the website you’re purchasing from by typing it into your web browser
⚠️ Avoid clicking on links in unsolicited emails or social media posts.
⚠️ Always use the secure payment method recommended by reputable online retailers and auction sites
⚠️ Book tickets directly through official sellers who are members of the self-regulatory body Society of Ticket Agents and Retailers (STAR)
#TakeFive #StopChallengeProtect
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	Wednesday 13th July
	Twitter
	Remember the Take Five advice to avoid ticket fraud:
⚠️ Avoid links in unsolicited emails /social media posts
⚠️ Use the secure payment method recommended by reputable retailers/auction sites
⚠️ Book tickets directly with official sellers who are members of @STARticketing
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	Friday 15th July
	Facebook, Instagram, LinkedIn
	Criminals offering you investment opportunities go to great lengths to appear legitimate.

They might have forged registration numbers, authorisation documents and personal testimonies about their offer. They may even give you access to portals in which you can manage your portfolio 😯

You can check if an investment or pension opportunity you’ve been offered could potentially be a scam by taking the FCA’s ScamSmart test.

#TakeFive #StopChallengeProtect
	


	Friday 15th July
	Twitter
	Criminals offering you investments work hard to appear legitimate.

They might have forged registration numbers, authorisation documents and personal testimonies about their offer. Check if an investment opportunity is a scam by taking the FCA’s ScamSmart test.

@TakeFive

	


	Tuesday 19th July 
	Facebook, Instagram, LinkedIn
	Ticket fraud takes place when criminals target those looking to attend events. They try to convince people to make payments or hand over their personal or financial information.

If you plan on buying tickets anytime soon remember to beware of offers or prices that look too good to be true.
Book tickets directly through official sellers who are members of the self-regulatory body Society of Ticket Agents and Retailers (STAR), as anything else could be a scam.

Remember to ask yourself – could this be fake?

#TakeFive #StopChallengeProtect
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	Tuesday 19th July
	Twitter
	Criminals target those looking for tickets with scams.
Book tickets directly with official sellers who are members of @STARticketing, as anything else could be fraudulent. If you see an offer/price that look too good to be true ask yourself – could it be fake?
#TakeFive
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	Thursday 21st July
	Facebook, Instagram, LinkedIn
	Cryptocurrency is not regulated in the same way as other investments so it’s important to take care and beware of fraud if you are thinking of investing.

To invest in crypto and avoid falling for fraud always remember:

⚠️ Never invest if someone is putting pressure on you – no legitimate organisation or person will try to rush or panic you.

⚠️ Even if your friends are investing it doesn’t mean it’s genuine.

⚠️ Most cryptocurrencies aren’t regulated by the FCA which means they’re not protected by the UK’s Financial Services Compensation Scheme. If you are scammed it is unlikely you will recover any of your money.

#TakeFive #StopChallengeProtect
	


	Thursday 21st July
	Twitter
	Investing in crypto? 

⚠️ Never invest if someone is putting pressure on you – no legitimate person will rush or panic you 

⚠️ Even if your friends are investing it doesn’t make it genuine 

⚠️ With crypto it's unlikely you'll get your money back if you're scammed 

#TakeFive
	


	Wednesday 27th July
	Facebook, Instagram, LinkedIn
	Criminals target those looking for those looking for tickets to live events. They try to convince people to make payments or hand over their personal or financial information.

Beware of anyone who only wants payment via bank transfer. Remember it’s always safest to use the secure payment method recommended by reputable online retailers and auction sites.

Make sure you book tickets directly through official sellers who are members of the self-regulatory body Society of Ticket Agents and Retailers (STAR).

#TakeFive #StopChallengeProtect
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	Wednesday 27th July
	Twitter
	Criminals target those looking for tickets with scams.

Book tickets directly with official sellers who are members of @STARticketing, as anything else could be fraudulent. If you see an offer/price that look too good to be true ask yourself – could it be fake?

#TakeFive
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Mae troseddwyr yn gofyn am ffioedd ymlaen llaw y gellir eu had-dalu
fel blaendal i ryddhau benthyciad neu wobrau/nwyddau annisgwyl.
Maen nhw’n defnyddio tactegau pwysau i'ch cael chi i dalu’n gyflym
trwy drosglwyddiad banc neu hyd yn oed gyda arian cyfred digidol.

Cwestlynu celsladau am arlan | ryddhau benthyclad neu wobrau/
nwyddau annisgwyl. A allal fod yn ffug? Os ydych chI’n meddwl elch
bod wedl cwympo oherwydd sgam, cysylitwch &’ch banc ar unwalth
a rhowch wybod | Actlon Fraud.
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Mae troseddwyr yn sefydlu gwefannau ffug, tudalennau
cyfryngau cymdeithasol a phostiadau yn ogystal a
hysbysebion ar-lein yn hyrwyddo cyfleoedd buddsoddi
unigryw. Maent yn esgus bod yn gynghorwyr ariannol ac
yn cynnig gwneud buddsoddiadau ar eich rhan.

Cymherwch eich amser a gwnewch eich ymchwil cyn buddsoddu.
Gall e fod yn ffug? Os ydych chi’n meddwlI chi wedi cwympo am
sgam, cyswlit eich ban car unwaith ac adrodd i Action Fraud.

T0 STOP FRAUD
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Bydd troseddwyr yn hawlio i gael ticedi mae pawb yn eisiau am
digwyddiad sydd wedi prynu mas, neu bydd nhw’n cynnig prysau
sydd yn ‘rhy dda i bod yn wir’, mewn gobeithion bod chi'n gwneud
pryniad gloi trwy drosglwyddiad banc.

Arhoswch a meddwil. Gallal fod yn ffug? Os yddwch chl wedl cwympo
am sgam, cyswlit elch banc ar unwalth ac adrodd | gamau twyll.
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Mae troseddwyr yn hysbysebu cynlluniau sy’n addo enillion
uchel trwy fuddsoddi arian cyfred digidol neu gloddio.

Gall yr hysbysebion hyn edrych yn swyddogol, gan gynnwys
ardystiadau ffug gan enwogion neu dystiolaeth bersonol.

Cymherwch eich amser a gwnewch eich ymchwil cyn prynu
arian cyfryd digidol. Gall e fod yn ffug? Os ydych chi’n
meddwl chi wedi cwympo am sgam, cyswillt eich banc ar
unwaith ac adrodd i Action Fraud.
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MAE TROSEDDWYR YN
HOFFI ARIAN YN GYNTAF
PEIDIWCH BOD YN YMLAEN
LLAW EFO TALIADAU

Mae troseddwyr yn gofyn am ffioedd ymlaen llaw y gellir eu had-dalu
fel blaendal i ryddhau benthyciad neu wobrau/nwyddau annisgwyl.
Maen nhw’n defnyddio tactegau pwysau i'ch cael chi i dalu’n gyflym
trwy drosglwyddiad banc neu hyd yn oed gyda arian cyfred digidol.

Cwestlynu celsladau am arlan | ryddhau benthyclad neu wobrau/
nwyddau annisgwyl. A allal fod yn ffug? Os ydych chI’n meddwl elch
bod wedl cwympo oherwydd sgam, cysylitwch &’ch banc ar unwalth
a rhowch wybod | Actlon Fraud.
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