

Take Five to Stop Fraud Social Media Calendar July 2023


Notes:

This deck features social posts for use in July across Facebook, Twitter, Instagram and LinkedIn.

With a focus on messaging and impersonation fraud/scams, we have also included posts relating to the ongoing cost of living fraud/scams. 

These will be posted by the Take Five Facebook, Twitter, Instagram and LinkedIn channels on the date suggested in the deck, however, feel free to use the assets at your convenience.

Each post consists of text (copy) and an asset (image or animation). Once saved, you can upload onto your social channels with a copy of the associated text from the deck.​

Please do not include links in posts. If you would like to provide a link to a website or specific webpage, please use a Twitter, Facebook or LinkedIn card. Instagram doesn’t allow for the inclusion of clickable links within posts.


	
Take Five to Stop Fraud Social Media Calendar
July 2023

	Date
	Platform
	Copy
	Asset

	Monday 3rd July
	Facebook, Instagram, LinkedIn
	Have you received a message from friend or family member on a new number asking for urgent financial support?

Remember to #TakeFive in order to avoid falling for a fraud. 

Criminals impersonate loved ones saying they need money urgently to pay a bill, outstanding or overdue taxes or fees. Never make any payments without speaking to the friend of family member on the phone first.

It is important to be absolutely certain the person is who they say they are!

Contact your bank immediately if you think you’ve fallen for a fraud or scam and report it to Action Fraud. If you’re in Scotland, report to Police Scotland directly by calling 101.
	




	
	Twitter
	Have you received a message from friend or family member on a new number asking for urgent financial support? 

Remember to #TakeFive to avoid falling for a fraud. Criminals often impersonate loved ones to trick you.
	




	Tuesday 4th July
	Facebook, Instagram, LinkedIn,
Twitter
	Think you’ve found a bargain saving?

Think again! Always make sure it’s legitimate and research the offer first. If it sounds too good to be true … it usually is.

#StopChallengeProtect 
	




	Wednesday 5th July
	Facebook, Instagram, LinkedIn
	Criminals impersonate banks to commit fraud! Just because someone knows your basic details or information doesn’t mean they’re genuine.

How to spot a fraudulent message:

⚠️ You receive a message with an urgent request for your personal or financial information, to make a payment or move money.

⚠️ You receive a message from a friend or family member requesting financial assistance, often with an urgent reason such as them being stranded overseas, requiring medical help or having lost or damaged their phone.

⚠️ You are asked to click on a link, to make a payment or enter your personal details.

⚠️ You’re asked to purchase high value goods/vouchers to cover the cost of fines. They might also ask you pay a bill for taxes or utilities or provide financial details to receive a rebate.

#TakeFive #StopChallengeProtect

	
[image: ]

	
	Twitter
	How to spot a fraudulent message: 

⚠️ You receive a message with an urgent request for money or info 

⚠️ You are asked to click on a link, to make a payment or enter details. 

⚠️ You’re asked to purchase high value goods/vouchers to cover the cost of fines.

#TakeFive
	
[image: ]


	Thursday 6th July

	Facebook, Instagram, LinkedIn
	Have you received a message from a friend or family member on a phone number you don’t recognise?

Always #StopChallengeProtect if you receive a request for money after a friend or family member gets in touch on a number you don’t recognise. Be especially cautious if they refuse to speak over the phone or send a voice note but still ask for money.

Contact your bank immediately if you think you’ve been scammed and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101.
	
[image: ]

	
	Twitter
	Have you received a message from a friend or family member from a new phone number? 

#TakeFive if you receive a request for payment after a friend or family member gets in touch on a number you don’t recognise. If they refuse a call but still ask for money #STOP
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	Monday 10th July
	Facebook, Instagram, LinkedIn
	Criminals imitate trusted organisations to trick you with text messages. Whether it’s your bank, a delivery company, phone network provider or someone purporting to work for a government department, it’s important to treat messages with caution. 

#StopChallengeProtect to avoid falling for a ‘spoofing’ scam and don’t click on links.

STOP: Taking a moment to stop and think before parting with your money or information could keep you safe.

CHALLENGE: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

PROTECT: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

Remember you can report suspicious text messages by forwarding the message to SMS number 7726, which spells out SPAM on a phone keypad.

#TakeFive
	



	
	Twitter
	Criminals try to trick you with texts imitating trusted organisations It’s important to treat messages with caution. #StopChallenge to avoid falling for ‘spoofing’.

Report suspicious text messages by forwarding them to 7726, which spells out SPAM on a phone keypad.

#TakeFive
	


	Tuesday 11th July

	Facebook, Instagram, LinkedIn
	Have you been sent a message with an urgent request from your bank? 

Criminals send messages pretending to be from your bank to commit fraud.

Always #StopChallengeProtect when faced with a request for your personal or financial information.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive
	
[image: ]


	
	Twitter
	Have you been sent a message with an urgent request from your bank?

Criminals send messages pretending to be from your bank to commit fraud. 

Always #StopChallengeProtect when faced with a request for your personal or financial information. 

#TakeFive
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	Wednesday 12th July
	Facebook, Instagram, LinkedIn
	Criminals use a technique called spoofing to make it look like you are being contacted by a trusted organisation. For example, they may impersonate a utility company asking for payment of a bill.

These fraudulent messages can often appear genuine, so it’s important to #StopChallengeProtect when you receive any requests for your personal or financial information.

Just because someone knows some basic details or information doesn’t mean they’re genuine. Beware of links included in messages and never give anyone remote access to your computer following a cold call or unsolicited message.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101.

#TakeFive
	




	
	Twitter
	Criminals use a technique called spoofing to make it look like you are being contacted by a trusted organisation, such as a utility company. These scam texts can often appear genuine so it is important to #TakeFive when you receive any requests for your personal or financial info.
	




	Thursday 13th July
	Facebook, Instagram, LinkedIn
	Do you shop online?

Criminals target people with fraudulent messages impersonating delivery companies, hoping you will click on a dangerous link, make payments, or hand over your personal or financial information.

Even if you are expecting a delivery it’s important to treat texts with caution. Remember to #TakeFive and avoid clicking on links.

Instead contact the parcel delivery provider directly using a known email or phone number to verify requests.

Protect others from falling for this scam by forwarding scam texts to 7726. Phone numbers operating scam calls can be reported by texting ‘CALL’ to 7726 and following the prompts.

#StopChallengeProtect

	



	
	Twitter
	🚨 Criminals target people with delivery scam texts 🚨

#TakeFive and avoid clicking on links. Contact the parcel delivery provider directly using a known email or phone number to verify requests and forward scam texts to 7726.
	




	Friday 14th July
	Facebook, Instagram, LinkedIn
	Just because someone knows some of your personal information doesn’t mean they’re legitimate.

Criminals spend hours researching you for their scams, gathering information from your social media accounts or with phishing emails.

Don’t assume that a phone call/email/message is authentic, #TakeFive and ask yourself if it could be fraud.

#StopChallengeProtect✋☝️👊
	




	
	Twitter
	Just because someone knows your personal info doesn’t mean they’re genuine.

#StopChallengeProtect✋☝️👊

Criminals spend hours researching you for their scams, gathering information from your social media accounts or with phishing emails. 

	




	Monday 17th July
	Facebook, Instagram, LinkedIn
	Have you received a message from a friend or family member on a phone number you don’t recognise?

Criminals pretend to be a loved one, making up reasons for needing money urgently. They might say they have an urgent bill to pay and require financial assistance. 

Be especially cautious if they refuse to speak over the phone or send you a voice note.

Contact your bank immediately if you think you’ve been scammed and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101.
	
[image: ]


	
	Twitter
	Have you received a message from a friend or family member from a new phone number?

Criminals pretend to be a loved one, making up reasons for needing money urgently. Contact your bank immediately if you think you’ve been scammed and report to @actionfrauduk

#TakeFive
	
[image: ]


	Tuesday 18th July
	Facebook, Instagram, LinkedIn
	Criminals are experts at impersonating people, organisations and the police. One of the ways they approach people to commit fraud is by sending messages, texts, DMs and emails.

⚠️ Stop: Taking a moment to stop and think before parting with your money or information could keep you safe.

⚠️Challenge: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you. 

⚠️Protect: Contact your bank immediately if you think you’ve fallen for a scam and report it to the police at Action Fraud. 

#TakeFive #StopChallengeProtect
	


	
	Twitter
	Criminals are experts at impersonation. One of the ways they approach people to commit fraud is by sending messages, texts, DMs and emails.

If you receive a call you aren’t expecting #StopChallengeProtect. It is okay to reject, refuse or ignore requests for personal information.
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	Wednesday 19th July
	Facebook, Instagram, LinkedIn
	Bargain or a fraud? 

In the heat of the moment, it can be hard to tell, especially when you are after a great deal.

Criminals may try to trick you into purchasing goods/services that don’t exist by advertising them at too good to be true prices.

Protect your money and information by only using trusted retailers  or authorised sellers named on official websites when shopping for deals online. 

#TakeFive and read online reviews from reputable sources to confirm websites are genuine.

#ShopSavvy #StopChallengeProtect✋☝️👊
	

	
	Twitter
	Bargain or a fraud? 

Sometimes it can be hard to tell.  

Protect your money and information by only using trusted retailers or authorised sellers named on official websites when shopping for deals online.

	



	Thursday 20th July
	Facebook, Instagram, LinkedIn
	Have you received a message like this?

Remember to #StopChallengeProtect if you do!

Forward suspicious text messages to 7726. Remember that your bank will never ask you to move your money into a safe account.

Always take a moment to stop and think before clicking on a link. Ask yourself – could this message be fraudulent? The links could contain dangerous malware.

#TakeFive
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	Twitter
	Have you received a message like this?

Remember to #StopChallengeProtect if you do! Forward suspicious text messages to 7726. 

Your bank will never ask you to move your money into a safe account. Always take a moment to stop and think before clicking on a link. #TakeFive
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	Monday 24th July
	Facebook, Instagram, LinkedIn
	Have you received an urgent request for payment via email, text, DM or some other communications method?

Remember to follow the #TakeFive advice to avoid falling for fraud:
⚠️ Remember your bank or the police will NEVER ask you to transfer money to a safe account or contact you asking for your full PINs, passwords or passcodes.

⚠️ Only give out your personal or financial information to services you have consented to and are expecting to be contacted by.

⚠️ Contact your bank or an organisation directly using a known email or phone number not the one you are advised to call.  This could be the criminal attempting to trick you.

⚠️ Don’t give anyone remote access to your computer or download any software following an unsolicited message.

#StopChallengeProtect
	



	
	Twitter
	Messaging fraud advice:

⚠️Only give your info to services you consent to and expect contact from 

⚠️Contact banks or organisations directly

⚠️Don’t allow remote computer access following an unsolicited message

#TakeFive
	




	Tuesday 25th July
	Facebook, Instagram, LinkedIn, Twitter
	Always remember to #StopChallengeProtect when faced with requests for personal or financial information. If it’s from a family member, try and speak to them over the phone before parting with any money.

#TakeFive
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	Wednesday 26th July
	Facebook, Instagram, LinkedIn
	Criminals use a tactic called social engineering to manipulate you into transferring money or divulging your personal and financial details.

Be aware that these scams often start with a text, DM, email or some other form of communication method that can include dangerous links. The links might include malware or take you to a cloned website.

The messages might include a ‘hook’ to grab your attention.  The criminal might say ‘your money is at risk and you need to act quickly to save it’ or suggest ‘you will get a reward’ if you do what they ask.

Remember you can report suspicious text messages by forwarding them to 7726, which spells out SPAM on a phone keypad. Phone calls can also be reported by texting ‘CALL’ to 7726 and following the prompts.

#StopChallengeProtect #TakeFive
	



	
	Twitter
	Criminals use a tactic called social engineering to manipulate you into transferring money or divulging your personal/ financial details. These scams often start with a text/DM/ email or other communications method and contain links. Only criminals will try to rush or panic you. 

#TakeFive
	




	Thursday 27th July
	Facebook, Instagram, LinkedIn
	It can be difficult to tell the difference between a scam text and one that’s legitimate.
Criminals use a technique called “spoofing” to make it look like you’re being contacted by a genuine organisation.
Avoid clicking on any links, and instead log in to your accounts to update your information or make any payments.
You should report scam texts to your network provider by forwarding them to 7726 which spells out SPAM on a phone keypad.
#TakeFive #StopChallengeProtect
	



	
	Twitter
	Criminals use a tactic called “spoofing” to make it look like you’re being contacted by a genuine organisation.
Avoid clicking on links, and instead log in to your account to update your information or make payments. 
Report scam texts by forwarding them to 7726.
	



	Friday 28th July
	Facebook, Instagram, LinkedIn
	#StopChallengeProtect when you receive a message requesting your personal or financial information. Remember criminals may impersonate utility companies hoping to trick you into handing over your personal or financial information.

⚠️ Beware of suspicious links.

⚠️ Just because someone knows your basic details doesn’t mean they’re genuine.

⚠️ Don’t give anyone remote access to your computer following a cold call or unsolicited message.

Remember you can report suspicious text messages by forwarding the message to SMS number 7726, which spells out SPAM on a phone keypad. Phone numbers operating scam calls can be reported by texting ‘CALL’ to 7726 and following the prompts.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101. 
	




	
	Twitter
	#TakeFive when you receive a message requesting your personal/financial info. 

⚠️ Beware of suspicious links 

⚠️ Just because someone knows your basic details doesn’t mean they’re genuine 

⚠️ Don’t give anyone remote access to your computer following an unsolicited message
	




	Monday 31st July
	Facebook, Instagram, LinkedIn
	Remember that criminals send messages impersonating trusted organisations such as your bank.

They direct you to fake websites and trick you into providing personal or financial information, like PINs, passwords and passcodes.

Remember to always ask yourself – could it be fake? Contact your bank or an organisation directly using a known email or phone number.

Contact your bank immediately if you think you’ve fallen for a scam. Also report it to Action Fraud on 0300 123 2040 or
actionfraud.police.uk. If you are in Scotland report to Police Scotland via 101.

#TakeFive #StopChallengeProtect
	
[image: ]


	
	Twitter
	Criminals send messages impersonating banks.

They try and trick you into providing personal or financial information like PINs, passwords and passcodes. 

Always #StopChallengeProtect and ask yourself - could it be fake?

#TakeFive
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