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How can you help?
There are a range of ways to get involved and support consumers, this might include:
· Posting on social media
· Including information in newsletters
· Sharing with internal colleagues

What’s in the toolkit?
Our monthly partner packs have a range of resources to help you support Take Five:
· Key messages and advice
· Assets
· Template social media posts


This month, we’re focusing on:
1. Ticketing fraud 
2. Romance fraud
3. Holiday fraud
We will be sharing content across our channels throughout the month. You can re-post and share our content or post your own content using the key messages and template posts below. If you need any support in using this partner pack, please contact us at: takefive@ukfinance.org.uk.


Download your June assets now


Advice this month:
1. Ticketing fraud
Criminals set up fake websites or social media profiles to sell tickets for major events (such as sports, music or theatre) that don’t exist.  
Websites may look like a genuine organisation’s,  but subtle changes in the URL can indicate that it’s fraudulent. Criminals might use images of genuine tickets to commit fraud. They create fake posts or pages on social media to scam those looking for tickets. They may get in touch via text, email or direct message to advertise fake tickets. 
In some cases, you may be receive tickets only to be told they are fake when you arrive at the venue. 
It is always safest to book tickets through official sellers that are members of the self-regulatory body the Society of Ticket Agents and Retailers (STAR), as anything else could be a scam.

HOW YOU CAN PROTECT YOURSELF: 

· Avoid clicking on suspicious links or “too good to be true” offers in emails and on social media.
· Do your research on sites you are buying tickets from and read reviews from trusted sources.
· Use the secure payment methods recommended by reputable online retailers and be wary of requests to pay by bank transfers.
· Try and book tickets through official sellers who are members or the self-regulatory body Society of Ticket Agents and Retailers (STAR), as anything else could be a scam. 
· If possible, use a credit card when making purchases over £100 and up to £30,000 as you receive extra protection.








2. Romance fraud
Romance fraud is when a criminal uses a fake profile to form a relationship with you. They gain your trust by appealing to your compassionate side, finding out personal information about you and creating fake stories so it seems like you have a lot in common. Criminals sometimes target widow and divorce pages. 
Once they have gained your trust, they start inventing reasons for needing money. These can be anything from an emergency situation, funds for travel to come to see you, asking you to take out a loan for them in your name, and many more. There will often be a promise of paying you back.
WHAT TO LOOK OUT FOR:
· They declare strong feelings for you after a few conversations.
· They suggest moving off the app or channel.
· Their stories aren’t consistent with their profile. 
· They claim their camera isn’t working or come up with reasons not to speak or video call.
· They ask for money, needing them for emergencies or to visit you. 
· They ask you to take out a loan in your name. This means you are liable for the repayments.
· They ask you to lie to your bank. This is a scam, and it is illegal.
HOW YOU CAN PROTECT YOURSELF AND OTHERS:
· Never send anyone money you haven’t met or have only met a handful of times.
· Ask yourself, is this person legit? Always consider the possibility of a scam.
· Talk to friends or family about people you match with online.
· Look out for friends or family who become secretive about their online relationships or get defensive when you ask why they haven’t met in person, they could be becoming a victim of romance fraud.
IF YOU THINK YOU HAVE BEEN SCAMMED:
· If you think you might have been targeted in a romance scam, it’s ok to reach out to someone, you’re not alone. Often people can feel embarrassed or ashamed about romance fraud but it’s so important that you tell you bank if you’ve lost money this way. They’re there to help. 
A total of £18.5 million was lost to romance scams during January to June 2023, an increase of 26 per cent when compared with the same period in 2022. In this scam type, victims are often convinced to make multiple, generally smaller, payments to the criminal over a longer period compared to other fraud types. As a result, romance scams have an average of nearly nine scam payments per case.[footnoteRef:2] [2:  UK Finance Half Year Fraud Report 2023] 


3. Holiday fraud
Holiday fraud is when a criminal impersonates trusted companies or creates a fake company to trick you into booking a holiday through them and giving out your personal or financial information. 
Most holiday scams take place online. Criminals set up fake websites and online ads that appear to sell flights, holiday packages, accommodation, and tour operator packages. They could be for domestic or overseas travel. 
HOW YOU CAN SPOT HOLIDAY FRAUD: 
· You’re offered a “too good to be true” discount or holiday deal.
· You’re asked to pay via bank transfer rather than a secure payment platform.
· The website you’re purchasing from was only launched a few days/weeks ago.
· You’re asked to pay an invoice you haven’t yet received.
· You’re offered help with a refund by telephone, email or a social media account.
HOW TO PROTECT YOURSELF: 
· Stop and ask yourself why it’s so cheap could it be “too good to be true”?
· Always stay on a secure platform, and pay via the payment platform there.
· Research and read the reviews of the company you’re booking through.
· See if you can find a picture of your accommodation on any other websites to check it’s not being copied.

Template social media posts
	Platform
	Copy
	Asset

	Facebook, Instagram, LinkedIn (asset 1)
	Romance fraud is when a criminal uses a fake profile to form a relationship with you, then invents reasons for needing you to send money.  

Keep your guard up and always consider the possibility of a scam. Ask someone you trust for a second opinion. Your safety and well-being should always come first. 

If you’re unsure, always talk to a family or friend before sharing anything.

#Romancefraud #TakeFive
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	X (asset 1)
	Romance fraud is when a criminal uses a fake profile to form relationships.
Protect yourself from romance scammers and verify the authenticity of the person before sharing any personal or financial information. 
Always talk to family or friends before sharing anything.
	

	Facebook, Instagram, LinkedIn (asset 2)
	Keep your money safe from criminals when dating online.

Criminals will match with you on dating sites and try to gain your trust, but they’ll refuse to video call or meeting in person.

They’ll invent reasons for needing money. This could be for an emergency, or even for travel to come and see you.

Stay safe and never send money to someone you haven’t met, or have only met a handful of times.

#TakeFive #StopChallengeProtect
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	X (asset 2)
	Keep your money safe when dating online.

Criminals will match with you and gain your trust, but they’ll refuse to call or meet in person.

They’ll then invent reasons for needing money. Never send money to someone you haven’t met, or have only met a few times.
	

	Facebook, Instagram, LinkedIn (asset 3)
	How to stay safe from romance fraud:

· Never send money to someone you haven’t met, or only met a handful of times
· Talk to friends and family about who you match with online
· Stop and think, is this person legit?

If you think you have been targeted in a romance scam, it’s ok to reach out to someone, you’re not alone.

Call your bank immediately and report it to Action Fraud. 
	[image: ]

	X (asset 3)
	How to stay safe from romance fraud:

· Never send money to someone you haven’t met
· Talk to friends/family about who you match with
· Stop and think, is this person legit?

If you think you have been targeted in a romance scam, call your bank and report it to Action Fraud.
	

	Facebook, Instagram, LinkedIn (asset 4)
	Criminals target those looking for tickets to live events. They try to convince people to make payments or part with their personal or financial information.

Beware of anyone who only wants payment via bank transfer. Remember it’s always safest to use the secure payment method recommended by reputable online retailers and auction sites.

Make sure you book tickets directly through official sellers who are members of the self-regulatory body Society of Ticket Agents and Retailers (STAR).

#TakeFive #StopChallengeProtect
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	X (4)
	Criminals target event ticket seekers, pushing for bank transfers or personal info. 

Stick to secure payment methods from trusted sellers like STAR members. 

#TakeFive #StopChallengeProtect
	

	Facebook, Instagram, LinkedIn (asset 5)
	Don’t let the criminals win!

If you’re booking tickets to a live sports event, make sure to keep your guard up.

Criminals advertise fake tickets online and might target sports fans.

Make sure you avoid links in unsolicited emails or social media posts and messages. Use a credit card when making purchases over £100 and up to £30,000 as you receive extra protection.

#TakeFive #StopChallengeProtect
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	X (5)
	Don’t let criminals win! 

Stay vigilant when booking live sports event tickets. Beware of fake ticket scams targeting sports fans. Avoid unsolicited links and use a credit card for purchases over £100 for extra protection. 

#TakeFive #StopChallengeProtect
	

	Facebook, Instagram, LinkedIn (asset 6)
	With summer approaching, are you thinking of booking festival, gig or sports tickets?

Criminals target those looking for tickets to commit ticketing fraud.

Always access the website you’re purchasing from by typing it into your web browser and be wary of clicking on links in unsolicited emails or social media posts.

Use the secure payment method recommended by reputable online retailers and auction sites.

#TakeFive #StopChallengeProtect
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	X (6)
	Summer is near! Thinking about event tickets? 

Beware of ticket fraud. Always type in the website URL. Avoid clicking on unknown links. Use secure payment methods. 

#TakeFive #StopChallengeProtect
	

	Facebook, Instagram, LinkedIn (asset 7)
	With summer approaching ☀️ you might be on the lookout for a hot summer deal…

Criminals may advertise holiday packages at rock-bottom prices using fake payment pages to obtain your personal and financial information.

If it seems “too good to be true”, it usually is. Always #StopChallengeProtect
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	X (7)
	Summer’s approaching! ☀️ Be cautious of “too good to be true” holiday deals. Criminals often use fake payment pages to steal personal info. 

Stay safe online and always #StopChallengeProtect.
	

	Facebook, Instagram, LinkedIn, X (asset 7)
	Be cautious of “too good to be true” offers on flights/accommodation. 

Stick to secure payment methods and check for ATOL membership. #TravelSafe #TakeFive
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